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Abstract 
During the last decade, the financial sector has transformed into digital platform by digitizing all their financial services. 
As a result of this transformation, a new term “Fintech” has appeared that means combining finance and technology 
together. In addition, a new type of currency, which called cryptocurrencies such as Bitcoin, has become popular for 
using as an alternative to physical currencies. Using such currencies in financial transactions and working in unsecure 
and open accessed environment like internet may be led to several problems and threats related to security objectives of 
participated parties in such transactions. Therefore, blockchain that based on DLT is best approach for securing the 
financial transactions. In despite of these features of DLT, it has exposed to different types of cyberattacks. In this study, 
the most well-known majority or 51% cyberattack on DLT has been carefully investigated. According to results of the 
study, this cyberattack impacts the security objectives for the transactions of parties that are participated on the blockchain 
network such as (privacy, data integrity, system integrity, availability, authenticity, authorization and accountability). In 
addition, the adversary is able to apply 51% cyberattack successfully even if has computational power less than 50. 
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1  Introduction 

Recently, the rapidly development and the new 
technologies have made the financial sector able to 
involved all these potentials for digitizing their financial 
services. In addition, this transformation is based on 
merging two terms together ‘finance’ and ‘technology’. 
For this reason, sometimes these two terms can be 
referred as ‘Fintech’ (Krause S. K. et.al., 2017). Fintech 
is used to describe any company or innovation that used 
the new technologies for improving the financial 
services. Fintech can be emerged via all stages of the 
financial processes such financial infrastructures, 
payments, lending, investment, insurance, and venture 
financing. 

Furthermore, blockchain and distributed ledger 
technology (DLT) have been shown rapidly growth as 
future technology especially in financial sector 
(Lemieux, V.L., 2017). DLT has built itself like an 

umbrella to create multiparty systems that work in 
decentralized environment without any operator or 
authority even if these parties may be malicious or 
unreliable (Rauchs, M. et al., 2018). 

In contrast, blockchain is frequently defined as a 
subset of the DLT general framework that employed a 
specific data structure such as chain of blocks of data 
connected with hashed links. DLT, which is the 
blockchain can be considered a best example for it, has 
gained more attraction for financial sector (Priem, R., 
2020). Therefore, DLT has become an authenticated 
approach that used for cryptocurrencies trading, like 
Bitcoins (Krause S. K. et.al., 2017 and Priem, R., 2020). 
DLT is based on validating the transactions among 
individual users without requiring a central authority. 
Consequently, DLT have obtained several applications 
in securities markets, cross-border payments, and 
collateral registries (Krause S. K. et.al., 2017). DLT 
applications are not bounded for using in the financial 
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sectors only, they can be used for facilitating the digital 
identification products such as (ID cards, birth, death, 
and marriage records) or to construct tamper proving, 
records of decentralized flow for materials via a supplier 
chain by employing trusted stakeholders in order to 
authorize movements and flow. In addition, DLT has 
several advantages over the traditional centralized 
ledgers and shared ledgers. There advantages can be 
summarized as decentralized, better transparency and 
auditability, reduced cost, provide high speed and 
efficiency, and programmability and automatability 
(Krause S. K. et.al., 2017). While DLT has offered 
significant features in terms of security such as tamper 
resistance, fault tolerance, and better availability, it has 
several vulnerabilities related to cyberattacks (Gojka, 
E.E. et al., 2021). 

This study provides an identifying the impacts of 
majority cyberattack on distributed ledger and 
blockchain. Consequently, the contributions can be 
summarized as follows: 

Permissionless DLT is more threaten than 
permissioned DLT in term of related security concerns. 

 51% cyberattack has higher impacts on the security 
objectives and these can be considered as threats on the 
transactions of parties that are participated on 
blockchain network includes (privacy, data integrity, 
system integrity, availability, authenticity, 
authorization, and accountability).  

The adversary can apply such cyberattack even if has 
computational power less than 50.   

In this study, DLT has been reviewed based on the 
application domains, types of DLT, key points of this 
technology, and the benefits of using DLT in financial 
sector. In addition, the most critical cyberattack called 
51% has been clarified based on its effectivity on DLT 
and blockchain. Also, the other cyberattacks that have 
same strategies of 51% cyberattack have been identified. 
The remainder sections of this paper are organized as 
follows. In Section II, DLT extensively is clarified. 
Blockchain is explained at the Section III. In Section IV, 
51% cyberattack carefully is demonstrated in order to 
identify its threats of DLT and as well as blockchain. 

The final section is represented the findings of this study 
and addressed the future work followed by references. 

2 DLT 
There are a lot of definitions for DLT. According to 

(Krause S. K. et.al., 2017), DLT can be defined as a 
novel approach for registering and data sharing via 
several data stores or ledgers. Therefore, this approach 
allows different parties to be registered, participated, 
and synchronized their data and transactions via a 
distributed network.  

In addition, DLT provides a significant supporting for 
several Peer-to-peer (P2P) networks that works on the 
internet such as data sharing, email, and other 
multimedia files. P2P is a type of network that divided 
tasks or loading between peers. Therefore, such network 
not required to has a data center like (server) rather than 
each peer has equal privileges in order to participate in 
transaction (Kadam, S., 2018). Also, peers have their 
own processing power, storage space, and network 
bandwidth which can be sharable among other 
participated parities on network.  

However, using P2P network without centralized 
ledgers could be a big problem for transferring asset 
among individual parties. For this reason, transferring 
asset over internet has still a major problem in past 
decades because of each transferred asset must be 
identified by its actual owner and ensuring that the same 
asset cannot transferred several times like (double 
spending). Fig. 1 shows the difference between DLT and 
centralized ledgers. 

To overcame such problem, DLT is used a blockchain 
that represents storing and transmitting data in special 
package named blocks (Krause S. K. et.al., 2017 and 
Rauchs, M. et al.,2018). These blocks are connected 
among them by a digital chain. DLT provides several 
key attributes for data sharing among distributed 
network such as scalability, validity, interoperability, 
security, and fees (Khan, M.D. et al., 2022).  

Scalability: In DLT environment, there are several 
transactions have occurred at each second. This situation 
is required the system to be able for handling the load 
according to the increased number of participated 
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parities in distributed network. Consequently, DLT must 
be scalable and adaptable with transactions per second 
(TPS) which either to be constant or increased 
continuously (Khan, M.D. et al., 2022 and Soltani, R.et 
al,2022). 

Validity:  In distributed ledgers, the concept of 
centralization not found rather than each party work 
independently and can be able to exchange data with 
each other. Therefore, such case does not provide the 
trusting among multiple parties. DLT must be provide a 
trusting mechanism in system in order to perform tamper 
proving for each transaction. As a result of that, DLT 
validation offers for each transaction immutability and 
auditability.   

Interoperability: In DLT environment, each party 
connect to P2P network with its own machine. These 
machines can be either heterogonous or homogenous 
according to their (operating system, machine 
architecture, network protocols, and user applications). 
For these reasons, DLT must provide a standard 
platform that can be worked with different machines 
(Krause S. K. et.al., 2017 and Khan, M.D. et al., 2022).  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Security: Data security can be considered as a major 
requirement for any system works on untrusted 
environment like internet. DLT must provide higher 
security for participated parties in distributed network in 
order to protect and prevent any cyberattacks (Krause S. 
K. et.al, 2017, Gojka, E.E. et al., 2021 and Khan, M.D. 
et al., 2022). As mentioned before, in this study the 
security concerns of DLT is reviewed carefully 
especially in terms of cyberattacks. 

Fees:  The fees of participating in P2P Network for 
data exchanging among parties are normally attached 
according to DLT. The reason for that, the transaction 
validation required powerful computers for solving 
more complex mathematical problems. In addition, 
some fees can be dependent on network status at the 
time, the volume of sent and received data, and the 
consumed energy during the transaction. The 
relationship between fees and mentioned factors is 
reversely (Rauchs, M. et al., 2018, Gojka, E.E. et al., 
2021and Khan, M.D. et al., 2022). 

There are two types of DLT, the first one is open or 
permissionless and the second is permissioned (Krause 
S. K. et.al., 2017 and Wang, C. et al, 2022). The essential 
differences between these two types can be explained 
according to using in cryptocurrencies transactions. 
Bitcoin and Ethereum can be considered as fully 
permissionless blockchains because of any party on the 
network able to join or leave at any time without 
requiring to be preapproved or checking by any party. 
Therefore, the party is just needed to connect with the 
network and then add its transaction on the ledger which 
consist of a computer with special software. In this case, 
the transaction not needed to central owner and the 
copies of ledger are distributed to all parties that 
participated on network. Fig. 1. (b) illustrates the 
permissionless DLT. 

In permissioned DLT as depicted in Fig. 2, the parties 
are chosen by someone called owner or administrator of 
ledger. This owner controls the access to network and 
specifies the rules of ledger. Therefore, the permissioned 
DLT can be solved many concerns of regulators and 
governments that related to permissionless DLT like 

(a) central ledger 

(b) distributed ledger 

Figure 1: Difference between DLT and centralized ledger. 
(Krause S. K. et.al., 2017) 
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identification of network members, whom to authorize 
and regulate, and legitimated owner of the ledger. 

Permissioned DLT is differed from permissionless by 
authorizing bounded numbers of parties that able to 
engaging in the decision making. Consequently, the 
roles of participated parties give the impression of being 
delegated rather than elected. 

However, permissionless DLT are more complicated 
in term of governance due to it provides higher level of 
decentralization. Therefore, the permissionless DLT 
should be offering better negotiation and polling 
approaches for the participated parties for accessing 
consensus (Anthony Jnr, B., 2023). In fact, there is 
graduated spectrum for openness and decentralized 
degrees of DLT started from public permissionless 
blockchains like Bitcoin and end in private permissioned 
blockchains. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
In addition, each platform differs from others in its 

specified features. Thus, several companies use a hybrid 
method by building the permissioned DLT network on 
the permissionless blockchain infrastructure and 
restricting roles of the parties on DLT network 
according to open access. Table 1. illustrates the 
differences between permissionless and permissioned 
DLT according to different criteria. 

 
 

 

Table 1. Differences between permissionless and 
permissioned DLT 

 
 

 

Criterion Permissionless DLT Permissioned DLT 

Central 
Administrating 

Fully decentralized 
Decentralized with 

some external 
administration 

Access 
Anyone can be 

joined 
Just selected parties 

can be joined 

Trusting Level 
Parties not required 
to trust each other 

Higher level of 
trusting among 

parties 

Openness 
DLT is open and 

transparent among 
all parties 

DLT can be have 
different degrees of 

open and 
transparent 

Security 
Security via wide 

distribution in large-
scale network 

Security via 
controlling access to 
DLT in small-scale 

network 

Speed 

Transaction is slower 
with restricting 

volume of 
transaction 

Transaction is faster 
with higher volume 

of transaction 

Consensus 

Difficulty for 
proving transaction 
and need to provide 

consensus 

Easy in proving 
transaction and 

provide different 
mechanisms of 

consensus 

Identity 
Parties are 

anonymous or used 
nicknames 

Each party must be 
authenticated by 

administrator 

Asset Type 
Just for 

cryptocurrencies 
Any asset 

Legitimated 
Ownership 

Lack to identifying 
the legitimated 

ownership 

Ownership precisely 
should be legal and 

administrator is 
legitimated entity 

Example Bitcoin, Ethereum Hyperledger Fabric 

Figure 2: Permissioned DLT (Krause S. K. et.al, 2017) 
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3    Blockchain 
In 2008, Satoshi Nakamoto had proposed a new 

system of electronic cash based on purely P2P network 
that allow parties for online payment without requiring 
to central financial institution (Nakamoto, S., 2008). 
This system is known as Bitcoin. The proposed system 
has significant features such as (transaction without 
trusting parties, proofing of work for transaction, and 
parties able to leave and reconnect network as desired). 
In addition, it has solved the big problem of digital 
money innovation especially double spending problem. 
This problem has been solved by adopting a new 
technique called blockchain. The blockchain is best 
example for employing DLT (Deshpande, A. et al, 
2017).  Therefore, DLT is most important innovation for 
digital currencies. 

Blockchain can be described as block that consisting 
a number of consecutive chains as shown in Fig. 3. Each 
block is attached to its prior block along of chain 
(Nicolas, K. et al., 2020). In addition, each block can be 
identified according to four attributes (size of block, 
header of block, transaction, and transaction counter). 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

The size of block has four bytes in order to store the 
entire block. The header of block has size eighty bytes 
that used to hold the ciphered unique hash for each 
block. Each transaction has a counter of varying size 

started from one to nine bytes that refers to the number 
of relating transactions. The block also stores 
information about transaction that have size of 
according to the size of transaction. All blocks are 
appended into public database in successive order to 
generate a chain. As mentioned before, blockchain uses 
P2P network that enable the parties to participate their 
transactions around world. 

4    Cyberattacks on DLT 
As mentioned before, DLT offers solutions for 

security concerns that related to financial sectors. 
Despite these features, DLT is subjected to cyberattacks 
that can be applied by adversaries based on some 
vulnerabilities. In this section of paper, the most well-
known 51% cyberattack on DLT is investigated 
carefully and then analysed in order to summarize all its 
concerns.  

  In order to achieve the main objective of this study, 
several papers that recently published regarded to 51% 
cyberattack on DLT and as well as blockchain has been 
collected. Then, this cyberattack is precisely described 
for identifying its strength and weakness points. In 
addition, this study aims to clarify major problems and 
other cyberattacks that are related 51% cyberattack. In 
other words, 51% cyberattack can be described as 
starting point for applying other cyberattacks such as 
(selfish mining, n-confirmation, and double spending) 
because these cyberattacks work with strategies similar 
to 51% cyberattack (Sayeed, S. and Marco-Gisbert, H., 
2019, Nicolas, K., Wang, Y. and Giakos, G.C., 2019) 
For these reasons, 51% cyberattack can be considered as 
the most threaten on DLT as well as blockchain.  

4.1.  51% Cyberattack    
It can be defined as a cyberattack that targeted the 

consensus algorithm, that is commonly used proof of 
work (PoW) algorithm, of DLT application. In this 
cyberattack, the adversary seeks to obtain either a 
majority control over the participated nodes or more 
than half percent of overall computational power in the 
network (Sayeed, S. and Marco-Gisbert, H., 2019, 
König, L., Unger et al, 2020). In this case, the adversary 

Block ٠ (Genesis) 
Block Size 

Block Header 
Transaction Counter 

Transaction 

Block 1 
Block Size 

Block Header 
Transaction Counter 

Transaction 

Currently Last Block  
Block Size 

Block Header 
Transaction Counter 

Transaction 

Block 2 
Block Size 

Block Header 
Transaction Counter 

Transaction 

Figure 3: The blockchain 
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has a permission to disrupted the consensus algorithm 
and able to refuse any valid blocks. Therefore, these 
blocks unable to add to the chain (Saad, M. et al, 2020). 
In addition, the adversary be able to add any malicious 
content to the chain that involved in transaction. 
Consequently, 51% cyberattack has another name called 
consensus hijacking.  

In case of one or more than one adversary lunches the 
51% cyberattack, they are able to, i) denying the 
verification of other blocks or transactions that related to 
trustworthy parities (thus making their blocks or 
transactions invalid). ii) allowing double spending 
during the controlling time on the network by reversing 
the transactions, iii) forking the main blockchain and 
dividing the network, iv) denying other parties (even the 
miners) form obtaining any blocks during that period of 
time (Saad, M. et al, 2020 and Aponte-Novoa, F.A. et 
al,2021). Therefore, the adversary with more than 50% 
computational power or hash rate has higher priority 
over other parities and able to append his/her blocks to 
blockchain network with higher probability. This 
situation is based on concept of race conditions.            

4.2. Working Mechanism of 51% 
cyberattack 

The 51% cyberattack can be precisely clarified 
according to the following scenario: consider the 
adversary has more than 51% computational power of 
the network and executes a transaction Tx with the 
receiver. Also, he synchronously able generate another 
deceptive double-spent transaction Ty using the same 
transaction of parent in order to cheating the receiver. 
On the other side, the receiver waits for n confirmations 
before releasing the asset to the party who responsible 
for mining a new block called miner (Saad, M. et al, 
2020, Dasgupta, D., Shrein, J.M. and Gupta, K.D., 
2019).  

The n confirmations stand for n subsequent blocks 
which have been mined during executing transaction Tx 
by the network. During this operation, the adversary 
preserves these mining blocks in the end of transaction 
Ty as well as with double-spent and aims for forking the 
blockchain after he obtains the asset form the receiver. 

As a result of chain forking, the adversary has ability to 
invalidate the transaction Tx that belongs to the chain 
before forking and substitute it with his own chain that 
hold the transaction Ty with double spent as shown in 
Fig. 4 

To apply 51% cyberattack in efficient manner, the 
adversary requires to release a lengthy chain with valid 
PoW in order to switch the network into his forked 
version (Dasgupta, D., Shrein, J.M. and Gupta, K.D., 
2019). Therefore, the success of adversary for obtaining 
his computational power h and the number of 
confirmation n depends on the fraction of the total 
computational power of network. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
In order to calculate the probability P(s) success of the 

adversary, suppose g to be computational power of the 
adversary and h is the remaining computational power 
of the network, where g + h = 1. The probability of 
success P(s) can be determined according to the 
following formula (Saad, M. et al, 2020): 

 

𝑃(𝑠) = &
							1�									𝑖𝑓	𝑔 > ℎ
(!
"
)# �								𝑖𝑓	𝑔 < ℎ                         (1) 

 
According to the above formula, when the value of g 

more than 50 that means the adversary is able to apply 

Block 
48 

Block 
49 

Block
50 

Block 
51 

Block 
49 

Block 
50 

Block 
51 

Figure 4: Forking chain, the blue blocks belong to 
trustworthy parties or miners and they added their blocks 

into the public blockchain. while, the black blocks added by 
adversary to its private blockchain and not broadcasting 

them to the public blockchain. 
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cyberattack successfully. In case of the value of g less 
than 50, the number of blocks play a significant role for 
increasing the chance of adversary to apply successful 
cyberattack. Based on the results that obtained from 
“(1)”, when the number of blocks equal to zero and the 
value of g equal to 49, the adversary can be applied 
cyberattack successfully. 

The relationship between the value of g (when less 
than 50) and the value of n are inverse relationship.  Fig. 
5. Illustrates the P(s) values according to different values 
of g and n. 

4.3. Impacts of 51% cyberattack  
Every cyberattacks have impacts on the three key 

objectives of security (confidentiality, integrity, and 
availability). These three objectives are often referred to 
as the CIA triad (Stallings W., 2020, Hamza, Y.A. and 
Abduallah, W.M., 2020). Aforementioned cyberattack, 
it represents the most critical and dangerous cyberattack 
on DLT and as well as blockchain.  

Consequently, the impacts of such cyberattack on the 
CIA have been clarified precisely in order to identify its 
threats on DLT based applications. In case of 51% 
cyberattack applied on cryptocurrencies, it able the 
adversary to perform malicious activities such as double 
spending, fully domination on the market price of 
targeted cryptocurrency, rejecting blocks of trustworthy 

parties, restricting valid transactions, and controlling the 
strategies of mining (Sayeed, S. and Marco-Gisbert, H., 
2019). In May 2018, 51% cyberattack has been applied 
on the altcoin Bitcoin Gold and able the adversary to 
fork it from the main Bitcoin chain. Therefore, this 
cyberattack led to enable the adversary from stealing 
$18 million worth of Bitcoin gold (Binance Academy, 
2023).     

As mentioned before, there are two types of DLT 
(permissioned and permissionless). In permissioned 
DLT, the threat of 51% cyberattack mainly depends on 
the administrator of ledger that controls the transactions 
of parties on the network. Accordingly, the 
administrator of ledger can be considered as insider 
threat (König, L., Unger et al, 2020). While, in 
permissionless DLT that is based on consensus 
algorithm for proofing the transactions among different 
parties (trustworthy and adversary), may be more 
threaten than permissioned DLT. Therefore, 51% 
cyberattack heavily impacts permissionless DLT.  

Based on the impacts of 51% cyberattack on DLT, the 
security objectives can be violated as follows: the term 
confidentiality stands for two concepts (data 
confidentiality and privacy) (Stallings W., 2022). 
Therefore, 51% cyberattack trespasses the privacy of 
trustworthy parties that are participated in transactions 
over blockchain network. The second term is integrity 
and includes two types are data integrity and system 
integrity. When the adversary lunches 51% cyberattack 
on blockchain network, both the data integrity and 
system integrity are violated. The integrity of blocks that 
holds transactions of parties in blockchain network are 
altered by adversary due to double spending or 
modifying the market price of cryptocurrency.  While 
the integrity of blockchain system is manipulated in case 
of the adversary able to be controlling the strategies of 
mining.  

In addition, the ability of adversary to fork the 
blockchain network is considered as system integrity 
violation. The last objective of security is availability. 
Restricting the valid transactions of trustworthy parties 
and building a private chain are examples for disrupting 
and denying accessibility the blockchain network. As an 
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extension to CIA triad, there are three additional security 
objectives that often referred as triple AAA (authenticity, 
authorization, and accountability). The authenticity of 
blockchain network can be breached, when trustworthy 
parties unable to proofing their transactions during the 
consensus algorithm applied in permissionless 
blockchain network. Authorization is affected in case of 
the adversary able to gain access to unauthorized 
resources of blockchain network without any 
permissions from trustworthy parties. Finally, when the 
adversary able to fork the blockchain network and build 
his own private chain without informing the trustworthy 
parties. Thus, the blockchain network unable to perform 
accountability requirement and cannot trace its 
operations. 

The previous discussion to impacts of 51% 
cyberattack on blockchain according to security 
objectives can be summarized in table. Consequently, 
Table 2. illustrates each security objective separately 
and in case of the cyberattack has affected it, then the 
impact will be assigned by true sign otherwise, the false 
sign will be used. 

 
Table 2. Impacts of 51% cyberattack according to security 

objectives 
Security Objective Impact 
Data Confidentiality × 

Privacy √ 
Data Integrity √ 

System Integrity √ 
Availability √ 

Authorization √ 
Authenticity √ 

Accountability √ 

5     Conclusions  
In this paper, DLT has been reviewed according to its 

usage in the financial sector. Therefore, DLT provides 
important features for managing and securing the 
transactions of any assets over unsecured environment 
like internet. In addition, cryptocurrencies become 
widely used as an alternative to physical currencies. For 

these reasons, DLT and as well as blockchain are best 
framework for exchanging cryptocurrencies in 
distributed P2P network.  

In P2P network, DLT can be configured in two types 
(permissioned and permissionless). Permissioned DLT 
has less security problems because of it depends on 
administrator of ledger that controls the transactions 
among parties on the network. Therefore, the 
administrator of ledger can be only considered as insider 
threat of permissioned DLT. In contrast, permissionless 
DLT is used widely than permissioned DLT especially 
in cryptocurrencies. Therefore, it can  

be more threaten than permissioned DLT. Finally, the 
most critical cyberattack that known as 51% has been 
touched in order to explain its effectivity on DLT and 
blockchain.  

According to the results, 51% cyberattack has higher 
impacts on the security objectives that known as CIA 
triad. These impacts are represented as threats on the 
transactions of parties that are participated on 
blockchain network includes (privacy, data integrity, 
system integrity, availability, authenticity, 
authorization, and accountability). In addition, the 
probabilities of success for applying such cyberattack 
has been calculated according to computational power 
less than 50. Based on results, the adversary can apply 
such cyberattack even if has computational power less 
than 50.  The limitations of this study are not suggested 
any solution or countermeasure for security problems 
related to 51% cyberattack. In addition, the study is not 
used any special case study for different types of 
cryptocurrencies such as (Bitcoin or Ethereum). Finally, 
the study represents a short survey paper rather than 
well-known extensive survey paper. Therefore, these 
limitations can be considered for future works. Also, 
providing one or more countermeasures that defeated 
such attack will be considered as a main objective in 
future studies.  
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